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Overview 
This document is intended to provide a high-level overview of how QuickDME™ can leverage your 
organization’s existing I.T. infrastructure and resources to provide a secure environment for managing 
your digital evidence. QuickDME™ uses a single Microsoft SQL Server or Microsoft Access database to 
manage the digital assets for all users of the program, and it stores the digital assets to a centralized 
storage location.   

In an ideal scenario, QuickDME™ is the only resource or user on the network with read/write 
permissions to the database and the centralized storage location.  This scenario insures that only 
authenticated QuickDME™ users with the appropriate permissions, managed through QuickDME™, have 
access to the digital assets. 

(Figure 1) 

Figure 1 above depicts the ideal environment where QuickDME™ is the single point of access to the 
database and the centralized storage location. 

 

 

Database 
Regardless of the database platform that you choose, Microsoft SQL Server or Microsoft Access, no 
additional expenses related to Microsoft licensing need to be incurred, even if your organization is 
currently not using either of these database platforms.   
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Access SQL Server 
File based model Client/Server based model 
  
Stored in a shared folder with READ & 
WRITE access 

Must run from server computer 

Max database size 2 GB Max size 10 GB (SQL Express)  
Max size 524 PB (SQL Standard or above) 

  
Max 25 concurrent connections Max 32,767 concurrent connections 
  
Low security High security 
  
Cost: Free Cost: Free (SQL Express only) 

(Figure 2) 

Figure 2 above shows a brief summary comparing the two database platforms. 

Existing SQL Server Installation 
QuickDME™ is able to leverage your existing SQL Server installation providing that 1) the SQL Server is in 
the same Workgroup or Domain as the QuickDME™ client PC(s) and/or the client PC’s have VPN access 
to the SQL Server’s Workgroup or Domain, and 2) that SQL Server is configured to use Mixed Mode 
Authentication.  You’ll need the server name, instance name, and SQL Server admin credentials for 
entering in to the QuickDME Database Setup application. 

If you’re current SQL Server installation is setup to use Windows Authentication mode, you’re database 
administrator will need to change this setting to use Mixed-Mode Authentication either via the SQL 
Server Management Studio or using Transact-SQL.  Below is a link to Microsoft’s Developer Network 
describing how to change the SQL Server Authentication Mode: 

http://msdn.microsoft.com/en-us/library/ms188670.aspx  

Supported Versions of SQL Server 
QuickDME™ can use any of the following releases of the various SQL Server Editions (e.g. Enterprise, 
Standard, Express): 

• SQL Server 2014 
• SQL Server 2012 SP2 
• SQL Server 2008 R2 SP2 
• SQL Server 2008 SP2 (or SP3) 
• SQL Server 2005 SP2 (through SP4) 
• SQL Server 2000 SP2 (through SP4) 
• SQL Server 7.0 SP2 (through SP4) 

NOTE: The following link is to a blog post that lists general information on SQL Server versions which you may 
find helpful.  http://sqlserverbuilds.blogspot.com/  
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New SQL Server Express Installation 
If you’re not currently using SQL Server within your network you may choose to use Microsoft’s free SQL 
Server Express.  SQL Server Express 2014 requires a Microsoft account to log-in and access the free 
download.  Alternatively, you can choose to download SQL Server Express 2012 via the following link: 

http://www.microsoft.com/en-us/download/details.aspx?id=43351 

We recommend the “SQLEXPRWT_x86_ENU.exe” (w/Tools) or “SQLEXPRADV_x86_ENU.exe” (Advanced 
Services) for new installations.  As noted previously for existing SQL Server installations, SQL Server 
should be configured to use mixed-mode authentication.  Note the server name, instance name, and 
SQL Server admin credentials for entering in to the QuickDME Database Setup application. 

SQL Server Hardware & Software Requirements 
Hardware and software requirements for installing SQL Server are available from Microsoft via the link 
below: 

http://msdn.microsoft.com/en-us/library/ms143506%28v=sql.120%29.aspx  

 
SQL Server Administrative User Account Required 
QuickDME™ will need a SQL Server administrative user account in order to create the database on your 
SQL Server.  This can either be the default “sa” account or a new SQL Server administrative user 
account.  Below is a link to Microsoft’s Developer Network where they provide step-by-step instructions 
for creating a new database user: 

http://msdn.microsoft.com/en-us/library/aa337545.aspx  

 
Microsoft Access Database 
The Microsoft Access application is NOT required in order to use Access as the database platform for 
QuickDME™.  As noted in Figure 2 on the previous page, Access is a file-based model with various 
limitations when compared to the more secure and robust SQL Server platform.   

Should you choose to use this platform, the Access database file created by the QuickDME™ Database 
setup application needs to be stored in a location that is accessible to all QuickDME™ client PC’s. 

 
Evidence Storage Location 
Once the determination has been made as to which database platform your organization will use, you’ll 
need to define the centralized evidence storage location.  The storage location is where all digital assets 
uploaded through the QuickDME™ client(s) will be stored.  Ideally, this is a RAID protected location that 
is regularly backed up for disaster recovery purposes.   

Furthermore, this location should be secured such that only QuickDME™ and your organization’s senior 
most I.T. Administrator(s) have read/write privileges to this location.  To accomplish this it is 
recommended that your I.T. Administrator create a Domain user account for QuickDME™ to access this 
location; this information (e.g. storage location, user name, password) is then entered under the 
“Storage Location” tab of the Database Setup application. 
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QuickDME™ Database Setup Application 
The Database Setup application is one of four applications that are a part of the QuickDME™ suite.  This 
application is typically only installed for an organization’s I.T. and/or Department Administrators.  The 
Database Setup application is used to install the required Microsoft Access or Microsoft SQL Server 
database that QuickDME™ will use to manage your digital evidence.  It is also used to define the storage 
location for the digital assets QuickDME™ will be managing, as the assets themselves are not stored in 
the database.   

Once the database and storage locations have been configured by the I.T. and/or Department 
Administrator, the Database Setup application is then used to create a connection key containing the 
required information for a QuickDME™ client PC to connect to the system.   

Connection Key 
The connection key that is saved by the Database Setup application is a small executable file (.EXE) that 
should be ran on each client PC after QuickDME™ has been installed, in order to automatically configure 
the required connection parameters for the client(s). 

 

Network Considerations 
QuickDME™ is designed to secure and centralize digital asset management and storage within or 
between Law Enforcement Agencies.  In most scenarios it utilizes the traditional client-server based 
model where the clients and server communicate over a computer network, although it can also be 
setup to operate entirely on a single PC.   

When deploying the solution to multiple client PCs, each of those client PCs will need physical and 
logical network access to the centralized resources.  In a Windows environment this can be 
accomplished through the use of a Workgroup or a Domain.  If all of the intended QuickDME™ client PCs 
are not in the same Workgroup or Domain, secure VPN access may be leveraged to facilitate this 
connectivity. 

Network Bandwidth 
QuickDME™ was also designed to minimize the network bandwidth required to access and manage the 
centralized digital assets.  By default QuickDME™ presents icons, thumbnails and low resolution versions 
of the digital images stored in the system to the end user through the AccessDME™ application.  End 
users of AccessDME™ must choose to download and view the original high resolution images or other 
digital assets, such as video files, and are presented with the file size information for that asset prior to 
doing so.   

Mixed Network Environments 
Many network environments are comprised of a mixture of Domain users, independent Workgroups, 
and various remote connectivity options that facilitate access to, management and sharing of resources.  
There are far too many possible network environment scenarios to specifically address them all, 
however, we’ve tried to address some of the basic and most common scenarios in the diagrams that 
follow. 
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It is important to understand that the QuickDME™ suite is comprised of four applications, and only the 
application(s) required for a specific user or workstation need to be installed.  Below are the four 
applications that comprise the QuickDME™ suite: 

1. Database Setup Application – used to setup the centralized database and centralized storage 
location.  This application is typically only installed for I.T. or department administrators. 

2. Admin Configurator Application – used to customize the end user experience for all 
QuickDME™ users, manage licensing, users, and purge activities.  This application is typically 
only installed for the department/agency administrator. 

3. AccessDME™ - This is the application used by end users of the system for viewing, copying, 
printing, and burning evidence items, among other things. 

4. Quick Downloader™ application – This is the application used by end users to ingest or upload 
digital evidence into the QuickDME™ system, so that it can be managed and available to all 
AccessDME™ users with the appropriate permissions. 

 

 

(Figure 3) 

Figure 3 above shows a small Windows Workgroup environment.  SQL Server is depicted in this scenario 
with locally attached RAID storage to serve as the centralized storage location.  In the scenario above all 
four workstations can ingest digital evidence (i.e. the Administrator’s workstation and the AccessDME™ 
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workstations also have Quick Downloader™ installed), but only the Administrator & AccessDME™ 
workstations have access to the evidence through the AccessDME™ application. 

 

(Figure 4) 

Figure 4 above depicts an organization’s Windows Domain where the District Attorney’s Office, Police 
Department, and I.T. Department are all managed within the Domain.  It also depicts an Independent 
Workgroup, Mobile User, and Federal Prosecutor’s Office that is securely connected to the Domain via 
Virtual Private Networking (VPN). 

Further Information 
Additional information regarding the setup and use of QuickDME™ is available in our QuickDME™ User 
Manuals, and of course clients and prospective clients are both encouraged to call us for further 
information at (301) 476-8015, Monday through Friday, 9:00 AM to 5:00 PM EST. 
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